
May 9, 2023 
Privacy Violations Update 
 
 
 
 
Dear Colleagues, 
 
I am writing to give you an update concerning the faculty privacy violation issues I previously 
reported on in April. UF has just learned that the District has given an enormous amount of 
confidential faculty information without permission to the third party vendor, American Fidelity. In 
addition, the District has confirmed that Associate Vice Chancellor of Human Resources Julie 
Kossick entered into an agreement with American Fidelity without a contract and without an 
approval process. 
 
ALL faculty have been compromised. American Fidelity does not have a right to be given this 
information to upload into their business system without our knowledge and consent. However, 
Human Resources gave American Fidelity the following confidential data profile information for 
ALL full-time faculty employees regardless of whether or not they have insurance coverage, 
dependent coverage, a 125 benefit plan, or supplemental insurance. 
 
1. Full name (first, middle, last) 
2. Employee ID 
3. Gender 
4. Date of birth 
5. Social Security number 
6. Home address 
7. Phone number 
8. Email address 
9. Date of Hire 
10. Department location 
11. Job title 
12. Job classification 
13. Salary payroll frequency 
14. Deduction frequency 
 
This confidential information is required to be protected at all times by the District. This 
information is also protected under Government Code and CA privacy laws. Our privacy rights 
are protected by law. 
 
AP 3722 District Data Security Standards for End Users 
3.1.1 Level 1 – Confidential: Information used by District operations that may contain SSN’s, PII, 
financial, health, or other sensitive data such as passwords that may harm or damage the 
District or users if exposed to the public or to unauthorized subjects. Confidential data is 
intended solely for use within the District and limited to those with a ‘business need-to-
know.’ These data must be secured and protected at all times and only authorized 
personnel may access such data. 
 
Without a contract and without any approval process, we have no way of knowing how our 
confidential information has been used or is being used. But we do know that it has been 
uploaded into the American Fidelity database for at least a month and a half. 



 
UF is vigorously pursuing accountability for this serious violation of faculty privacy rights. 
Whistleblower complaints can be filed with The California Community College Chancellors 
Office (916) 445-8752 and with the California State Attorney General Whistleblower Hotline 
(800) 952- 5225 or (916) 322-3360. 
 
Faculty have a right to know what the District is doing with their confidential and private 
information. If you would like to file a Whistleblower complaint, which can be done anonymously, 
please see the attached AP 7700 Whistleblower Protection. 
 
I will email any updates that we receive. Please let me know if you have any questions. 
In Solidarity, 
  
Christie 
 
Christie Diep 
President, United Faculty 
 



 
 
 
 



 
 
 
 



 
 
 
 



 


